
   

 Connection pool exhaustion issue.  
  

Time Frame: (1 PM to 2:35PM UTC-06) 

 

Application Gateway / Time that it takes a request to be processed. 

 



 

Same behavior from Transactions API Application Insights monitoring. 

 

 

 

Timeout expired: The application couldn't obtain a database connection within the 
allocated timeout. 

  



 The error was observed across all the instances. 
 
10.1.50.20 (VM) 

10.1.50.30 (VM) 

10.1.50.40 (App Service) 

 

 

 

 

 

 

 

 

 



 

Here’s an example of a query that took 1.6 hrs 

 

 

 

 

 

 

 

 



 

Details: 

 

Transaction (Process ID 51) was deadlocked on lock resources with another process 
and has been chosen as the deadlock victim. Rerun the transaction. 

Failed executing DbCommand ({elapsed}ms) [Parameters=[{parameters}], CommandType='{commandType}', 
CommandTimeout='{commandTimeout}']{newLine}{commandText} 

 

Failed executing DbCommand (5,694,479ms) [Parameters=[@p0='?' (DbType = Int32), @p1='?' (DbType = Int32), @p2='?' (Size = 32), 
@p3='?' (DbType = Int32), @p4='?' (Size = 4), @p5='?' (Size = 2048), @p6='?' (DbType = Int32), @p7='?' (Size = 32), @p8='?' (Size = 64), 
@p9='?' (Size = 16), @p10='?' (DbType = Int32), @p11='?' (DbType = Int64), @p12='?' (DbType = Int32), @p13='?' (DbType = Int32), 
@p14='?' (Size = 32), @p15='?' (Size = 32), @p16='?' (Size = 64), @p17='?' (DbType = Decimal), @p18='?' (DbType = Boolean), @p19='?' 
(DbType = Decimal), @p20='?' (DbType = Int32)], CommandType='Text', CommandTimeout='900000'] 

SET NOCOUNT ON; 

INSERT INTO [Transactions] ([AccountId], [Approved], [AuthorizationCode], [CreditCardId], [Currency], [Description], [DeviceType], 
[EmployeeNumber], [InvoiceNumber], [IpAddress], [MarketType], [ParentTransactionId], [PaymentId], [PaymentMethodType], 
[PaymentTransactionId], [PoNumber], [ProcessingSystem], [Surcharge], [TaxExempt], [Total], [Type]) 

VALUES (@p0, @p1, @p2, @p3, @p4, @p5, @p6, @p7, @p8, @p9, @p10, @p11, @p12, @p13, @p14, @p15, @p16, @p17, @p18, @p19, 
@p20); 

SELECT [TransactionId] 

FROM [Transactions] 

WHERE @@ROWCOUNT = 1 AND [TransactionId] = scope_identity(); 

 



 

 

 

 

 

 

 

 

 

 

 



Action Name 

 

Open.Path.Api.Transaction.Controllers.NmiController.Post (Open.Path.Api.Transaction) 

 

Call Stack: 

System.Data.SqlClient.SqlException: 

   at System.Data.SqlClient.SqlCommand+<>c.<ExecuteDbDataReaderAsync>b__126_0 (System.Data.SqlClient, Version=4.6.0.0, 
Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a) 

   at System.Threading.Tasks.ContinuationResultTaskFromResultTask`2.InnerInvoke (System.Private.CoreLib, Version=4.0.0.0, 
Culture=neutral, PublicKeyToken=7cec85d7bea7798e) 

   at System.Threading.Tasks.Task+<>c.<.cctor>b__275_1 (System.Private.CoreLib, Version=4.0.0.0, Culture=neutral, 
PublicKeyToken=7cec85d7bea7798e) 

   at System.Threading.ExecutionContext.RunInternal (System.Private.CoreLib, Version=4.0.0.0, Culture=neutral, 
PublicKeyToken=7cec85d7bea7798e) 

   at System.Runtime.ExceptionServices.ExceptionDispatchInfo.Throw (System.Private.CoreLib, Version=4.0.0.0, Culture=neutral, 
PublicKeyToken=7cec85d7bea7798e) 

   at System.Threading.ExecutionContext.RunInternal (System.Private.CoreLib, Version=4.0.0.0, Culture=neutral, 
PublicKeyToken=7cec85d7bea7798e) 

   at System.Threading.Tasks.Task.ExecuteWithThreadLocal (System.Private.CoreLib, Version=4.0.0.0, Culture=neutral, 
PublicKeyToken=7cec85d7bea7798e) 

   at System.Runtime.ExceptionServices.ExceptionDispatchInfo.Throw (System.Private.CoreLib, Version=4.0.0.0, Culture=neutral, 
PublicKeyToken=7cec85d7bea7798e) 

   at System.Runtime.CompilerServices.TaskAwaiter.ThrowForNonSuccess (System.Private.CoreLib, Version=4.0.0.0, Culture=neutral, 
PublicKeyToken=7cec85d7bea7798e) 

   at System.Runtime.CompilerServices.TaskAwaiter.HandleNonSuccessAndDebuggerNotification (System.Private.CoreLib, 
Version=4.0.0.0, Culture=neutral, PublicKeyToken=7cec85d7bea7798e) 

   at System.Runtime.CompilerServices.TaskAwaiter`1.GetResult (System.Private.CoreLib, Version=4.0.0.0, Culture=neutral, 
PublicKeyToken=7cec85d7bea7798e) 

   at Microsoft.EntityFrameworkCore.Storage.Internal.RelationalCommand+<ExecuteAsync>d__17.MoveNext 
(Microsoft.EntityFrameworkCore.Relational, Version=2.2.6.0, Culture=neutral, PublicKeyToken=adb9793829ddae60) 

 

Collateral Errors: 

 

Maximum number of retries (5) exceeded while executing database operations with 
'SqlServerRetryingExecutionStrategy'. See inner exception for the most recent failure. An 
error occurred while updating the entries. See the inner exception for details. Transaction 
(Process ID 100) was deadlocked on lock resources with another process and has been 
chosen as the deadlock victim. Rerun the transaction. 



An exception occurred in the database while saving changes for context type 
'{contextType}'.{newline}{error} 

 

Operation ID: 9624cf342243bb4ea38b8a2e82c3a86e 

 

 

 

Other Common Errors during this timeframe 

 

System.InvalidOperationException: Timeout expired.  The timeout period elapsed prior to obtaining a connection from the pool.  This may 
have occurred because all pooled connections were in use and max pool size was reached. 

   at System.Data.ProviderBase.DbConnectionFactory.TryGetConnection(DbConnection owningConnection, TaskCompletionSource`1 
retry, DbConnectionOptions userOptions, DbConnectionInternal oldConnection, DbConnectionInternal& connection) 

   at System.Data.ProviderBase.DbConnectionInternal.TryOpenConnectionInternal(DbConnection outerConnection, 
DbConnectionFactory connectionFactory, TaskCompletionSource`1 retry, DbConnectionOptions userOptions) 

   at System.Data.ProviderBase.DbConnectionClosed.TryOpenConnection(DbConnection outerConnection, DbConnectionFactory 
connectionFactory, TaskCompletionSource`1 retry, DbConnectionOptions userOptions) 

   at System.Data.SqlClient.SqlConnection.TryOpen(TaskCompletionSource`1 retry) 

   at System.Data.SqlClient.SqlConnection.Open() 

   at Microsoft.EntityFrameworkCore.Storage.RelationalConnection.OpenDbConnection(Boolean errorsExpected) 

 

Cannot insert explicit value for identity column in table 'CreditCardAddressPhones' when IDENTITY_INSERT is set to OFF. 

Transaction (Process ID 388) was deadlocked on lock resources with another process and has been chosen as the deadlock victim. 
Rerun the transaction.  

 

System.Data.SqlClient.SqlException (0x80131904): Cannot insert explicit value for identity column in table 'CreditCardAddressPhones' 
when IDENTITY_INSERT is set to OFF. 

Transaction (Process ID 419) was deadlocked on lock resources with another process and has been chosen as the deadlock victim. 
Rerun the transaction. 

   at System.Data.SqlClient.SqlConnection.OnError(SqlException exception, Boolean breakConnection, Action`1 wrapCloseInAction) 

   at System.Data.SqlClient.SqlInternalConnection.OnError(SqlException exception, Boolean breakConnection, Action`1 
wrapCloseInAction) 

   at System.Data.SqlClient.TdsParser.ThrowExceptionAndWarning(TdsParserStateObject stateObj, Boolean callerHasConnectionLock, 
Boolean asyncClose) 

   at System.Data.SqlClient.TdsParser.TryRun(RunBehavior runBehavior, SqlCommand cmdHandler, SqlDataReader dataStream, 
BulkCopySimpleResultSet bulkCopyHandler, TdsParserStateObject stateObj, Boolean& dataReady) 



   at System.Data.SqlClient.SqlDataReader.TryConsumeMetaData() 

   at System.Data.SqlClient.SqlDataReader.get_MetaData() 

   at System.Data.SqlClient.SqlCommand.FinishExecuteReader(SqlDataReader ds, RunBehavior runBehavior, String resetOptionsString) 

   at System.Data.SqlClient.SqlCommand.CompleteAsyncExecuteReader() 

   at System.Data.SqlClient.SqlCommand.InternalEndExecuteReader(IAsyncResult asyncResult, String endMethod) 

   at System.Data.SqlClient.SqlCommand.EndExecuteReaderInternal(IAsyncResult asyncResult) 

   at System.Data.SqlClient.SqlCommand.EndExecuteReader(IAsyncResult asyncResult) 

   at System.Threading.Tasks.TaskFactory`1.FromAsyncCoreLogic(IAsyncResult iar, Func`2 endFunction, Action`1 endAction, Task`1 
promise, Boolean requiresSynchronization) 

ClientConnectionId:e632409f-3d88-4f6f-bb93-df300e172d06 

Error Number:544,State:1,Class:16 

 

List of exceptions captured. 

 

 

 

 

 

 



Last finding: 

The first slow query, which might have triggered the issue, occurred at 12:59 UTC-06. This 
query, was executed from VmApi020, took approximately 1.6 hours to execute, leading to a 
deadlock. Then, as a collateral effect, the VmApi030 and the AppService were unable to 
access the GTO database. Based on this, I believe the issue is likely related to the slow 
query from VmApi020. 

First Slow request 12:59 1.6 hours from VmApi020 

 

 

 

 

 

 

 

 

 



 

 

First slow request in VmApi030  1:52  PM (UTC-6)  30 seconds., 

 

 

 

 

 

 

 

 

 

 

 



Same for the App Service. First Slow query 01:48 PM 30 seconds. 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 



Sentry Exception Details regarding the same transaction that got stuck for ~1 hour. 

 

https://openpath-
inc.sentry.io/issues/5552424077/?project=5762069&query=is%3Aunresolved%20issue.pri
ority%3A%5Bhigh%2C%20medium%5D&referrer=issue-
stream&statsPeriod=24h&stream_index=5 

Error: 

System.Data.SqlClient.SqlException: Transaction (Process ID 366) was deadlocked on lock 
resources with another process and has been chosen as the deadlock victim. Rerun the 
transaction. 

 

This query here took ~60 minutes 

Executed DbCommand (3,684,281ms) [Parameters=[@p0='?' (Size = 512), @p1='?' (Size = 
512), @p2='?' (Size = 128), @p3='?' (Size = 128), @p4='?' (Size = 128), @p5='?' (DbType = 
DateTime2), @p6='?' (DbType = Int32), @p7='?' (DbType = Decimal), @p8='?' (DbType = 
Decimal), @p9='?' (Size = 128), @p10='?' (Size = 128), @p11='?' (Size = 32), @p12='?' (Size = 
128), @p13='?' (DbType = DateTime2), @p15='?' (DbType = Int32), @p14='?' (Size = 256), 
@p17='?' (DbType = Int32), @p16='?' (DbType = DateTime2), @p19='?' (DbType = Int32), 
@p18='?' (DbType = DateTime2), @p20='?' (DbType = Int32), @p21='?' (DbType = Int32), 
@p22='?' (Size = 32), @p23='?' (DbType = Int32), @p24='?' (Size = 4), @p25='?' (Size = 2048), 
@p26='?' (DbType = Int32), @p27='?' (Size = 32), @p28='?' (Size = 64), @p29='?' (Size = 16), 
@p30='?' (DbType = Int32), @p31='?' (DbType = Int64), @p32='?' (DbType = Int32), @p33='?' 
(DbType = Int32), @p34='?' (Size = 32), @p35='?' (Size = 32), @p36='?' (Size = 64), @p37='?' 
(DbType = Decimal), @p38='?' (DbType = Boolean), @p39='?' (DbType = Decimal), @p40='?' 
(DbType = Int32)], CommandType='Text', CommandTimeout='900000'] 

SET NOCOUNT ON; 

INSERT INTO [CreditCardAddresses] ([Address1], [Address2], [City], [Country], 
[CountyRegion], [Created], [CreditCardId], [Latitude], [Longitude], [NormalizedAddress], 
[Organization], [PostalZipCode], [ProvenceState], [Updated]) 

VALUES (@p0, @p1, @p2, @p3, @p4, @p5, @p6, @p7, @p8, @p9, @p10, @p11, @p12, 
@p13); 

SELECT [CreditCardAddressId] 

https://openpath-inc.sentry.io/issues/5552424077/?project=5762069&query=is%3Aunresolved%20issue.priority%3A%5Bhigh%2C%20medium%5D&referrer=issue-stream&statsPeriod=24h&stream_index=5
https://openpath-inc.sentry.io/issues/5552424077/?project=5762069&query=is%3Aunresolved%20issue.priority%3A%5Bhigh%2C%20medium%5D&referrer=issue-stream&statsPeriod=24h&stream_index=5
https://openpath-inc.sentry.io/issues/5552424077/?project=5762069&query=is%3Aunresolved%20issue.priority%3A%5Bhigh%2C%20medium%5D&referrer=issue-stream&statsPeriod=24h&stream_index=5
https://openpath-inc.sentry.io/issues/5552424077/?project=5762069&query=is%3Aunresolved%20issue.priority%3A%5Bhigh%2C%20medium%5D&referrer=issue-stream&statsPeriod=24h&stream_index=5


FROM [CreditCardAddresses] 

WHERE @@ROWCOUNT = 1 AND [CreditCardAddressId] = scope_identity(); 

 

UPDATE [CreditCards] SET [CardCodeCore] = @p14 

WHERE [CreditCardId] = @p15; 

SELECT @@ROWCOUNT; 

 

UPDATE [CustomerAddresses] SET [Updated] = @p16 

WHERE [CustomerAddressId] = @p17; 

SELECT @@ROWCOUNT; 

 

UPDATE [Customers] SET [Updated] = @p18 

WHERE [CustomerId] = @p19; 

SELECT @@ROWCOUNT; 

 

INSERT INTO [Transactions] ([AccountId], [Approved], [AuthorizationCode], [CreditCardId], 
[Currency], [Description], [DeviceType], [EmployeeNumber], [InvoiceNumber], [IpAddress], 
[MarketType], [ParentTransactionId], [PaymentId], [PaymentMethodType], 
[PaymentTransactionId], [PoNumber], [ProcessingSystem], [Surcharge], [TaxExempt], 
[Total], [Type]) 

VALUES (@p20, @p21, @p22, @p23, @p24, @p25, @p26, @p27, @p28, @p29, @p30, 
@p31, @p32, @p33, @p34, @p35, @p36, @p37, @p38, @p39, @p40); 

SELECT [TransactionId] 

FROM [Transactions] 

WHERE @@ROWCOUNT = 1 AND [TransactionId] = scope_identity(); 

{ 

 



 

Steps before the failure:

 

Sentry log. 

 

Code Reference: 

 

 

 

 

 

 

 

 



 

 

 

Saved 29 to the GTO database. 

Code Reference: 

 

 

GtoDynamicUnitOfWork.cs saved 29 records successfully. 

 

Then it got stuck for ~60 minutes and failed. 

 

 

 



Based on the errors captured from Application Insights, and Sentry. 

We can assume it failed in line 1298 of method WrapUpTransactionAsync, NmiController.cs 

 

 

 

The Catch area captured thar error message in different scenarios. 

Cannot insert explicit value for identity column in table 'CreditCardAddressPhones' when IDENTITY_INSERT is set to OFF. 

Transaction (Process ID 388) was deadlocked on lock resources with another process and has been chosen as the deadlock victim. 
Rerun the transaction.  

 

System.Data.SqlClient.SqlException (0x80131904): Cannot insert explicit value for identity column in table 'CreditCardAddressPhones' 
when IDENTITY_INSERT is set to OFF. 

Transaction (Process ID 419) was deadlocked on lock resources with another process and has been chosen as the deadlock victim. 
Rerun the transaction. 

 

 

 

 

 

 

 

 

 



 

There was an error saving the Packet to the database 

 

This other log, has more details about the particular package: 

https://sentry.io/organizations/openpath-
inc/issues/6066344671/?project=5762069&query=is%3Aunresolved%20issue.priority%3A
%5Bhigh%2C%20medium%5D&referrer=issue-stream&statsPeriod=14d&stream_index=7 

 
 

requestPayload.json="action=SALE&amount=3774&cardCVV=666&cardExpiryMonth=6&cardExpiryYear=26&cardNumber=4921817949
564657&currencyCode=GBP&customerAddress=511+Ridgacre+Road+West&customerCountryCode=GB&customerEmail=lyndascarlet
t%40live.co.uk&customerName=Lynda+Shellis&customerPhone=&customerPostcode=B32+1AT&customerTown=Birmingham&deviceA
cceptCharset=utf-
8&deviceAcceptContent=%2A%2F%2A&deviceAcceptEncoding=gzip%2C+deflate%2C+br&deviceAcceptLanguage=en-
GB%2Cen%3Bq%3D0.9&deviceCapabilities=javascript&deviceChannel=browser&deviceIdentity=Mozilla%2F5.0+%28iPhone%3B+CP
U+iPhone+OS+15_8_3+like+Mac+OS+X%29+AppleWebKit%2F605.1.15+%28KHTML%2C+like+Gecko%29+Version%2F15.6.6+Mobile%
2F15E148+Safari%2F604.1&deviceScreenResolution=414x736x32&deviceTimeZone=0&merchantID=235173&orderRef=r5wK4PZdxSYKt
Z1pPQc2RTLbr&remoteAddress=2.216.231.112&threeDSRedirectURL=https%3A%2F%2Fhempelf.com%2Fa%2Fopenpath%2Fthreeds
%2Fcallback%2Fr5wK4PZdxSYKtZ1pPQc2RTLbr%2F2355%2Fhempelf.com%3Facs%3D1&transactionUnique=19c56536-1a8c-4d98-
b449-
3a4ada911936&type=1&signature=012addaed80f1c66f9b6a6dce70b399832b82016a5cab83f65bdd5961f46c055c1ae2db6d6da89c9e9
b85532d0f96da78bdc62b66631914483bf0f09805559e2" 

 

 

 

 

 

https://sentry.io/organizations/openpath-inc/issues/6066344671/?project=5762069&query=is%3Aunresolved%20issue.priority%3A%5Bhigh%2C%20medium%5D&referrer=issue-stream&statsPeriod=14d&stream_index=7
https://sentry.io/organizations/openpath-inc/issues/6066344671/?project=5762069&query=is%3Aunresolved%20issue.priority%3A%5Bhigh%2C%20medium%5D&referrer=issue-stream&statsPeriod=14d&stream_index=7
https://sentry.io/organizations/openpath-inc/issues/6066344671/?project=5762069&query=is%3Aunresolved%20issue.priority%3A%5Bhigh%2C%20medium%5D&referrer=issue-stream&statsPeriod=14d&stream_index=7


 

 

responsePayload.json="responseCode=65802&responseMessage=3DS+authentication+required&responseStatus=2&merchantWebsit
e=https%3A%2F%2Fhempelf.com&merchantCategoryCode=5499&merchantID=235173&cardCVVMandatory=Y&threeDSEnabled=Y&th
reeDSCheckPref=attempted+authentication%2Cauthenticated&threeDSPolicy=4&riskCheckEnabled=N&avscv2CheckEnabled=N&surc
hargeEnabled=N&notifyEmail=farzad%40winchestermd.com&notifyEmailRequired=Y&customerReceiptsRequired=N&eReceiptsEnable
d=N&__wafRequestID=2024-11-
21T19%3A24%3A20Z%7C8b33914958%7C52.157.238.129%7CwRjeE7dPur&action=SALE&amount=3774&cardExpiryMonth=06&cardE
xpiryYear=26&currencyCode=826&customerAddress=511+Ridgacre+Road+West&customerCountryCode=GB&customerEmail=lyndasc
arlett%40live.co.uk&customerName=Lynda+Shellis&customerPostcode=B32+1AT&customerTown=Birmingham&deviceAcceptCharset=
utf-8&deviceAcceptContent=%2A%2F%2A&deviceAcceptEncoding=gzip%2C+deflate%2C+br&deviceAcceptLanguage=en-
GB%2Cen%3Bq%3D0.9&deviceCapabilities=javascript&deviceChannel=browser&deviceIdentity=Mozilla%2F5.0+%28iPhone%3B+CPU
+iPhone+OS+15_8_3+like+Mac+OS+X%29+AppleWebKit%2F605.1.15+%28KHTML%2C+like+Gecko%29+Version%2F15.6.6+Mobile%2F
15E148+Safari%2F604.1&deviceScreenResolution=414x736x32&deviceTimeZone=0&orderRef=r5wK4PZdxSYKtZ1pPQc2RTLbr&remoteA
ddress=2.216.231.112&threeDSRedirectURL=https%3A%2F%2Fhempelf.com%2Fa%2Fopenpath%2Fthreeds%2Fcallback%2Fr5wK4PZ
dxSYKtZ1pPQc2RTLbr%2F2355%2Fhempelf.com%3Facs%3D1&transactionUnique=19c56536-1a8c-4d98-b449-
3a4ada911936&type=1&merchantCountryCode=GB&merchantCounty=ENG&merchantAddress=9+Chester+Place&merchantPhone=44
7970227204&merchantPostcode=NW1+4NB&subMerchantID=262960000008146&countryCode=826&requestorChallengeIndicator=04
&facilitatorName=PIX&facilitatorID=10084515&merchantTown=London++447970227204&deviceIpAddress=2.216.231.112&requestID=
673f88e4e614b&initiator=consumer&state=received&requestMerchantID=235173&processMerchantID=235173&paymentMethod=card
&cardType=Visa+Debit&cardTypeCode=VD&cardScheme=Visa&cardSchemeCode=VC&cardIssuer=LLOYDS+BANK+PLC&cardIssuerCo
untry=United+Kingdom&cardIssuerCountryCode=GBR&cardFlags=272564225&cardNumberMask=492181%2A%2A%2A%2A%2A%2A4
657&cardNumberValid=Y&xref=24112119TN24CQ20TY98CPN&cardExpiryDate=0626&threeDSVersion=2.2.0&threeDSEnrolled=Y&three
DSXID=26f20ebc-dbe6-42a6-b26e-
9fc15bcbb4e1&threeDSRef=UDNLRVk6dHJhbnNhY3Rpb25JRD0zNjI4NDE2NTEmbWVyY2hhbnRJRD0yMzUxNzMmX19saWZlX189MTczM
jIxODg2MQ%3D%3D&transactionID=362841651&threeDSResponseCode=65802&threeDSResponseMessage=3DS+authentication+req
uired&threeDSVETimestamp=2024-11-
21+19%3A24%3A20&threeDSCheck=not+checked&threeDSURL=https%3A%2F%2Fwww.securesuite.co.uk%2Flloyds%2FthreeDSMeth
od%2F3ds2%2FRetail&threeDSRequest%5BthreeDSMethodData%5D=eyJ0aHJlZURTTWV0aG9kTm90aWZpY2F0aW9uVVJMIjoiaHR0cH
M6Ly9oZW1wZWxmLmNvbS9hL29wZW5wYXRoL3RocmVlZHMvY2FsbGJhY2svcjV3SzRQWmR4U1lLdFoxcFBRYzJSVExici8yMzU1L2hlbXB
lbGYuY29tP2Fjcz0xJnRocmVlRFNBY3NSZXNwb25zZT1tZXRob2QiLCJ0aHJlZURTU2VydmVyVHJhbnNJRCI6IjI2ZjIwZWJjLWRiZTYtNDJhNi1i
MjZlLTlmYzE1YmNiYjRlMSJ9&threeDSDetails%5BtransID%5D=26f20ebc-dbe6-42a6-b26e-
9fc15bcbb4e1&threeDSDetails%5Bversion%5D=2.2.0&threeDSDetails%5Bversions%5D=2.2.0%2C2.1.0&threeDSDetails%5Bfallback%
5D=N&threeDSDetails%5BissuerCountryCode%5D=826&threeDSDetails%5BacquirerCountryCode%5D=826&threeDSDetails%5Bpsd2
Region%5D=Y&threeDSDetails%5BrequestorChallengeIndicator%5D=01&vcsResponseCode=0&vcsResponseMessage=Success+-
+no+velocity+check+rules+applied&currencyExponent=2&amountRetained=0&timestamp=2024-11-
21+19%3A24%3A21&merchantName=Hempelf&signature=0728a85331b5efa636ca9c8612239f729aa9d1edf40459452393c2502b1244
8a95ed9df63153191c721af6ff62eee476481920cec5cce72d320c2d648fafcd3c" 

 

 

 

 

 

 

 

 

 

 



Some details about the transaction 
 

TransactionID:  

• 362841651 

merchantName 

• Hempelf 

Order Id: 

•  r5wK4PZdxSYKtZ1pPQc2RTLbr 

threeDSResponseMessage  

•  3DS authentication required threeDSVETimestamp = 2024-11-21 19:24:20 

3DS Redirect URL: 

• https://hempelf.com/a/openpath/threeds/callback/r5wK4PZdxSYKtZ1pPQc2RTLb

r/2355/hempelf.com?acs=1 

 

Server Transaction ID: 

• 26f20ebc-dbe6-42a6-b26e-9fc15bcbb4e1 

Amount: 

• 3774 (Currency Code: 826 for GBP) 

Merchant ID: 

• 235173 

 

 

 

 

 

 

https://hempelf.com/a/openpath/threeds/callback/r5wK4PZdxSYKtZ1pPQc2RTLbr/2355/hempelf.com?acs=1
https://hempelf.com/a/openpath/threeds/callback/r5wK4PZdxSYKtZ1pPQc2RTLbr/2355/hempelf.com?acs=1


Actions taken. 
 

This morning, the new version of the App Service was found to be stopped since 
approximately 7 AM UTC-06 (or 5 AM PST). To resolve this, the App Service was restarted 
and re-added to the APIs backend pool. 

 
 
This issue did not impact operations. Around 11:00 AM (UTC-06), the App Service was 
restarted and re-added to the APIs backend pool with a new Health Check configuration  
applied. 

 



The only actions taken were removing the App Service from the Backend Pool in the 
Application Gateway and disabling the Health Check configuration in the App Service. 

 

A few minutes after making this change, all transactions resumed functioning normally. 
 
 
The issue observed in the logs, in the other hand, is pointing to the Database, Max pool 
size reached, i.e. all available connections in the connection pool are in use, and no new 
connections can be allocated. 

 

This typically occurs when: 

1. Connections are not being properly closed: The application might be leaking 
connections by not disposing of or closing them correctly. 

2. High concurrency: The number of simultaneous database requests exceeds the 
maximum connection pool size. 

3. Slow queries: Long-running queries can monopolize connections, causing the pool 
to fill up. 

4. Inefficient pooling settings: The connection pool size may be too small for the 
application's workload. 


